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Overview 

Medical Frauds consists of many types but most commonly there are 
three categories in which most of the frauds happens which is Fraud 
Committed by the HealthCare Provider, Fraud Committed by 
Patients/individuals and Fraud involving prescriptions. Metric Lab 
companies owners pays 5.7\$ to settle the medical fraud claims which 
was on July 22 2022 many of the recent findings like this comes under 
the frauds committed by the healthcare provider.   

Introduction 

For solving the fraud problems in health care, the commonalities of 
fraud should be eliminated by the previous concerns raised by the 
FBI(Federal Bureau of Investigation) and FDA(Food and Drug 
Administration). The common concerns are ... 

Aims and Objectives 

1. Billing for the services are not rendered, more precisely, buying a 
drug from the medical store, the worker needs to render bills even if we 
buy a small product everytime and this is important because without 
rendering a product for the customers the tag comes as "Fraud 
committed by the healthcare-provider (drug negligence -
pharmaceutical)". 

2. In detailed tests done in the lab should be recorded including minor 
test in the lab. This part more inclined towards the pharmaceuticals 
and product providers of health care sector, with this the tag comes as 
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"Fraud Committed by the Health care provider (No tests has been done 
before suggesting it to the patient)" 

3. Misrepresentation of services like for health care testing the provided 
services is based on the particular but most of the hospitals does the 
genetic testing for their research. In the One service has been 
manipulated for an another, with this the tag comes as "Fraud 
committed by the HealthCare Provider (Misrepresentation of service)" 

4. For building a model we should be concentrating more on the 
difference between accidental and intensional and the model should 
first cluster itself to which branch of the health care sector is given. 

5. Deploy the Machine Learning model into the servers to detect Fraud. 

 

Proposed Methodology 

In the United States, advances in technology and medical sciences continue 
to improve the general well-being of the population. With this continued 
progress, programs such as Medicare are needed to help manage the high 
costs associated with quality healthcare. Unfortunately, there are individuals 
who commit fraud for nefari- ous reasons and personal gain, limiting 
Medicare’s ability to effectively provide for the healthcare needs of the 
elderly and other qualifying people. To minimize fraudulent activities, the 
Centers for Medicare and Medicaid Services (CMS) released a number of “Big 
Data” datasets for different parts of the Medicare program. In this paper, 
we focus on the detection of Medicare fraud using the following CMS 
datasets: (1) Medicare Provider Utilization and Payment Data: Physician and 
Other Supplier (Part B), (2) Medicare Provider Utilization and Payment Data: 
Part D Prescriber (Part D), and (3) Medicare Provider Utilization and Payment 
Data: Referring Durable Medical Equipment, Prosthetics, Orthotics and 
Supplies (DMEPOS). Additionally, we create a fourth dataset which is a 
combination of the three primary datasets. We discuss data processing for all 
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four datasets and the mapping of real-world provider fraud labels using the 
List of Excluded Individuals and Entities (LEIE) from the Office of the 
Inspector General. Our exploratory analysis on Medicare fraud detection 
involves building and assessing three learners on each dataset. Based on the 
Area under the Receiver Operating Characteris- tic (ROC) Curve performance 
metric, our results show that the Combined dataset with the Logistic 
Regression (LR) learner yielded the best overall score at 0.816, closely fol- 
lowed by the Part B dataset with LR at 0.805. Overall, the Combined and Part 
B datasets produced the best fraud detection performance with no statistical 
difference between these datasets, over all the learners. Therefore, based on 
our results and the assumption that there is no way to know within which 
part of Medicare a physician will commit fraud, we suggest using the 
Combined dataset for detecting fraudulent behavior when a physician has 
submitted payments through any or all Medicare parts evaluated in our study.  

 

 

 

Dataset analysis 

 In this section, we describe the CMS datasets we use (Part B, Part D and, 
DMEPOS). Furthermore, the data processing methodology used to create each 
dataset, including processing, fraud label mapping between the Medicare 
datasets and the LEIE, and one- hot encoding for categorical variables is 
discussed. The information within each data- set is based on CMS’s 
administrative claims data for Medicare beneficiaries enrolled in the Fee-For-
Service program. Note, this data does not take into account any claims 
submitted through the Medicare Advantage program. Since CMS records all 
claims information after payments are made , we assume the Medicare data is 
already cleansed and is correct. Note that NPI is not used in the data mining 
step, but rather for aggregation and identification. Additionally, for each 
dataset, we added a year variable which is also used for aggregation and 
identification.  
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Part B  

The Part B dataset provides claims information for each procedure a 
physician performs within a given year. Currently, this dataset is available on 
the CMS website for the 2012 through 2015 calendar years (with 2015 being 
released in 2017). Physicians are identified using their unique NPI whil,e 
procedures are labeled by their Healthcare Common Procedure Coding 
System (HCPCS) code . Other claims information includes average payments 
and charges, the number of procedures performed and medical specialty (also 
known as provider type). CMS decided to aggregate Part B data over: (1) NPI 
of the performing provider, (2) HCPCS code for the procedure or service per- 
formed, and (3) the place of service which is either a facility (F) or non-facility 
(O), such as a hospital or office, respectively. Each row, in the dataset, includes 
a physician’s NPI, provider type, one HCPCS code split by place of service 
along with specific information corresponding to this breakdown (i.e. claim 
counts) and other non-changing attributes (i.e. gender). We have found that in 
practice, physicians perform the same procedure (HCPCS code) at both a 
facility and their office, as well as a few physicians that practice under 
multiple provider types (specialties) such as Internal Medicine and 
Cardiology. Therefore, for each physician, there are as many rows as unique 
combinations of NPI, Provider Type, HCPCS code and place of service and thus 
Part B data can be considered to provide procedure-level information.  

Part D  

The Part D dataset provides information pertaining to the prescription drugs 
they administer under the Medicare Part D Prescription Drug Program within 
a given year. Currently, this data is available on the CMS website for the 2013 
through 2015 calendar years (with 2015 being released in 2017) . Physicians 
are identified using their unique NPI within the data while each drug is 
labeled by their brand and generic name. Other information includes average 
payments and charges, variables describing the drug quan- tity prescribed 
and medical specialty. CMS decided to aggregate the Part D data over: (1) the 
NPI of the prescriber, and (2) the drug name (brand name in the case of 
trademarked drugs) and generic name. Each row in the Part D dataset lists a 
physician’s NPI, provider type and drug name along with specific information 
corresponding to this breakdown (i.e. claim counts) and other static attributes 
(i.e. gender). Same as with Part B, we found a few physicians that practice 
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under multiple specialties, such as Internal Medicine and Cardiology. 
Therefore, for each physician, there are as many rows as unique combina- 
tions of NPI, Provider Type, drug name and generic name and thus, Part D 
data can be considered to provide procedure-level information. In order to 
protect the privacy of Medicare beneficiaries, any aggregated records, derived 
from 10 or fewer claims, are excluded from the Part D data.  

 

 

DMEPOS  

The DMEPOS dataset provides claims information about Medical Equipment, 
Pros- thetics, Orthotics and Supplies that physicians referred patients to 
either purchase or rent from a supplier within a given year. Note, this dataset 
is based on supplier’s claims submitted to Medicare while the physician’s role 
is referring the patient to the supplier. Currently this data is available on the 
CMS website for 2013 through 2015 calendar years (with 2015 being released 
in 2017) . Physicians are identified using their unique NPI within the data 
while products are labeled by their HCPCS code. Other claims information 
includes average payments and charges, the num- ber of services/products 
rented or sold and medical specialty (also known as pro- vider type). CMS 
decided to aggregate Part B data over: (1) NPI of the performing provider, (2) 
HCPCS code for the procedure or service performed by the DMEPOS supplier, 
and (3) the supplier rental indicator (value of either ‘Y’ or ‘N’) derived from 
DMEPOS supplier claims (according to CMS documentation). Each row 
provides a physician’s NPI, provider type, one HCPCS code split by rental or 
non-rental with specific information corresponding to this breakdown (i.e. 
number of supplier claims) and other non-changing attributes (i.e. gender). 
We have found that some physicians place referrals for the same DMEPOS 
equipment, or HCPCS code, as both rental and non-rental as well as a few 
physicians that practice under multiple specialties such as Internal Medicine 
and Cardiology. Therefore, for each physician, there are as many rows as 
unique combinations of NPI, Provider Type, HCPCS code and rental status, and 
thus the DMEPOS data also can be considered to provide procedure-level 
information.  
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PROPOSED WORK 

 

        1. Rndrng_Prvdr_Last_Org_Name - Organization's last name 

        2. Rndrng_Prvdr_First_Name - Providers First name 

        3. Rndrng_Prvdr_MI - Providers Middle name (a.k.a ) 

        4. Rndrng_Prvdr_Crdntls - Credentials of the Provider 

        5. Rndrng_Prvdr_Gndr - Gender of the Provider 

        6. Rndrng_Prvdr_Ent_Cd -  as an individual or an Organization 

         

         

         

        7. Rndrng_Prvdr_State_FIPS - To indicate which state does this lies on in a integer 
representation 

 

https://www.bls.gov/respondents/mwr/electronic-data-interchange/appendix-d-usps-state-
abbreviations-and-fips-codes.html 

 

        8. Rndrng_Prvdr_St1 - Street Address 1 

        9. Rndrng_Prvdr_St2 - Street Address 2 

        10. Rndrng_Prvdr_City - City 

        11. Rndrng_Prvdr_State_Abrvtn - State 

        12. Rndrng_Prvdr_Zip5 - Zip Code  

        13. Rndrng_Prvdr_RUCA - Rural Urban Communicating Area Codes 

 

https://depts.washington.edu/uwruca/ruca-uses.php 

 

        14. Rndrng_Prvdr_RUCA_Desc - Description of RUCA 
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        15. Rndrng_Prvdr_Cntry - The Provider Country (only US not balanced) 

         

         

         

        16. Rndrng_Prvdr_Type - The Provider Type 

        17. Rndrng_Prvdr_Mdcr_Prtcptg_Ind - The Provider Participation Indicator 

         

         

         

        18. Tot_HCPCS_Cds - Total HCPCS Codes for a particular provider 

        19. Tot_Benes - Total number of Beneficiaries provided by the Providers 

        20. Tot_Srvcs - TOtal number of Services provided by the Provider 

        21. Tot_Sbmtd_Chrg - Total Submitted Charges by the Provider 

        22. Tot_Mdcr_Alowd_Amt - Total ammount allowed by the medicare 

        23. Tot_Mdcr_Pymt_Amt - Ammount After deducting the insurance etc... 

        24. Tot_Mdcr_Stdzd_Amt - The ammount for which the patient paid 

         

         

         

        25. Drug_Sprsn_Ind - Supression Indicator (* -> supressed #-> Counter Suppressed) 

        26. Drug_Tot_HCPCS_Cds - Total no of HCPCS codes for a drug 

        27. Drug_Tot_Benes - Total medical beneficiaries with drug 

        28. Drug_Sbmtd_Chrg - The total charges submitted for drug services 

        29. Drug_Mdcr_Alowd_Amt -  

        30. Drug_Mdcr_Pymt_Amt 

        31. Drug_Mdcr_Stdzd_Amt 

         



  8 

 

 

        32. Med_Sprsn_Ind 

        33. Med_Tot_HCPCS_Cds - No of HCPCS codes applied for the drug 

        34. Med_Tot_Benes - Total Beneficiaries provided by the provider 

        35. Med_Sbmtd_Chrg 

        36. Med_Mdcr_Alowd_Amt 

        37. Med_Mdcr_Pymt_Amt 

        38. Med_Mdcr_Stdzd_Amt 

         

        # BENEFICIARIES 

 

        39. Bene_Dual_Cnt - No of medicaid beneficiaries qualified to receive medicare 
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Conclusion and Future Works: 

The importance of reducing Medicare fraud, in particular for individuals 65 
and older, is paramount in the United States as the elderly population 
continues to grow. Medicare is necessary for many citizens, and therefore, the 
importance placed on quality research into fraud detection to keep healthcare 
costs fair and reasonable. CMS has made avail- able several Big Data Medicare 
claims datasets for public use over an ever-increasing number of years. 
Throughout this work, we provide a unique approach (combining mul- tiple 
Medicare datasets and leverage state-of-the-art Big Data processing and 
machine learning approaches) for determining the fraud detection capabilities 
of three Medicare datasets, individually and combined, using three learners, 
against real-world fraudulent physicians and other medical providers taken 
from the LEIE dataset.  

We present our methods for processing each dataset from CMS, the Combined 
data- set, as well as the mapping of provider fraud labels. We ran experiments 
on all four data- sets: Part B, Part D, DMEPOS, and Combined. Each dataset 
was considered Big Data, requiring us to employ Spark on top of a Hadoop 
YARN cluster for running and validat- ing our models. Each dataset was 
trained and evaluated using three learners: Random Forest, Gradient Boosted 
Trees and Logistic Regression. The Combined dataset had the best overall 
fraud detection performance with an AUC of 0.816 using LR, indicating bet- 
ter performance than each of its individual Medicare parts, and scored 
similarly to Part B with no significant difference in average AUC. The DMEPOS 
dataset had the lowest overall results for all learners. Therefore, from these 
experimental findings and obser- vations, coupled with the notion that a 
physician/provider can commit fraud using any part of Medicare, we show 
that using the Combined dataset with LR provides the best overall fraud 
detection performance. Future work will include employing data sampling 
techniques to combat the imbalanced nature of known fraud events in 
evaluating the different Medicare datasets.  
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